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Top 25 Passwords

01.
02.
03.
04.
05.

16.
17.
18.
19.
20.

123456 (Same)
password (Same)
12345678 (Up 1)
gwerty (Up 1)
12345 (Down 2)

dragon (Down 7)
master (Up 2)
monkey (Down 6)
letmein (Down 6)
login (New)

06.
07.
08.
09.
10.

21.
22.
23.
24.
25.

123456789 (Same) 11. welcome (New)
football (Up 3) 12. 1234567890 (New)
1234 (Down 1) 13. abc123 (Up 1)
1234567 (Up 2) 14. 111111 (Up 1)
baseball (Down 2) 15. 1gaz2wsx (New)

princess (New)
gwertyuiop (New)
solo (New)
passwOrd (New)
starwars (New)

opular-passwords-of-2015-were-all-such-id-1753591514?utm_campaign=socialflow_lifehacker_facebook&utm_source=lifehacker_facebook&ut edium=socialflo



http://gizmodo.com/the-25-most-popular-passwords-of-2015-were-all-such-id-1753591514?utm_campaign=socialflow_lifehacker_facebook&utm_source=lifehacker_facebook&utm_medium=socialflow

A Very Big Problem!

World wants to be
more connected

Massive
explosion/churn of
infrastructure and data

Threat volume and
sophistication growing
exponentially every day

No silver
bullet

Beginning
of a
perfect
storm

Every
organization
needs help

Nearly every tactic
can be defeated

There is no
one-size-fits-all
solution

It will never be done

Stakes are high and
getting higher

Thousands of options
and choices

Few have the know-how,
awareness, resources
or time to catch up or
keep up
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Data Breaches and Records Exposed

# Data Breaches/Millions of Records Exposed
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*2015

The total number of data breaches (+27.5%) hit a record high of 783 in 2014, exposing 85.6 million records.

Through June 30, 2015 has seen 117.6 million records exposed in 400 breaches.*

*Figures as of June 30, 2015, from the Identity Theft Resource Center, http://www.idtheftcenter.org/images/breach/ITRCBreachReport2015. pdf
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Stolen Records Are Only One Concern
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Daily Headlines Hack attack causes 'massive damage' at

‘ Robert Siciliano . secome s fan w | Top 10 cyber security questions CEOs should ask
), Personal Security and Identity Theft Expert

Treasury official says risk conversation must extend beyond IT
Data Breaches May Y y Y

Energy sector tops list of US industries under
attack, says Homeland Security report

2/16/2014 - 12:58 Written by John Ginovsky | Comments: 0 Comments

FBI Warns of New POS Malware =~ = Sk sl

By Roy Urrico Cyber security needs to extend beyond the
June 12,2015 « Reprints munE V t\! V

arcane language of IT and information

Amidst the uproi
massive governr
breach, smaller |
continue to take
recent cyberatta
restaurant chain
system that pron
issue a warning.

The announcem
criminal hackers
malicious softwe
the TV character
Brewster, but sp

security specialists, to include the CEO and
board of directors, a top Treasury official
recently told a meeting of the Texas
Bankers Association.

“Part of the challenge is that cyber security
is too often described in language only
relevant to technical experts and is too
often left in the hands of technology

to steal personal financial data. Investigators have high confidence that Punkey rece professionals without the watchful

the network of an unidentified restaurant chain. ; : 3 R "
S O OVGFSIth of senior executives and boards.” said Sarah Raskin. Deputy Secretary of the Treasur\_/.
community may be a target for sophisticated threat actors for a variety of reasor )
economic espionage and reconnaissance. Of the total number of incidents reported to ICS-

o
CERT, roughly 55% involved advanced persistent threats (APT) or sophisticated actors. OPTIV
7 ~
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Five NACD Principles

Directors need to understand and approach cyber security as an
enterprise-wide risk management issue, not just an IT issue.

Directors should understand the legal implications of cyber risks as they relate to
their company’s specific circumstances.




Sample NACD Questions

Questions Directors Can Ask to Assess the Board’s “Cyber Literacy”

#2 Do we think there is adequate protection in place if someone wanted to get

at or damage our corporate “crown jewels”? What would it take to feel
comfortable that those assets were protected?

1. What do weconsider our most valuable assets? How does 5. Who isin charge? Do we have the right talent and clear

our IT system interact with those assets? Do we bdieve lines of accountability/responsbility for cybersecurity?
we can ever fully protect those assets? 6. Doesour organization participate in any of the public or

2. Dowethink thereisadequate protection in placeif some- private sector ecosystem-wide cybersecurity and infor-
onewanted to get at or damage our cor porate “crown jew- mation-sharing organizations?
aes’? What would it take to feel comfortable that those 7. Is the organization adequately monitoring current and
assetswere protected? potential future cybersecurity-related legislation and reg-

3. Areweinvesting enough so that our corporate operating ulation?®
and network systems are not easy targets by adetermined 8. Does the company have insurance that covers cyber
hacker? events, and what exactly iscovered?

4. Arewe consdering the cybersecurity aspects of our ma- 9. Isthere directors and of cers exposure if we don't carry
jor business decisons, such as mergers and acquisitions, adequate insurance?®
partnerships, new product launches, etc., in atimey fash- 10. What arethe benef tsbeyond risk transfer of carrying cy-
ion? ber insurance?®

From the National Association of Corporate Director’'s Cyber-Risk Oversight Director’'s Handbook Series 2014 Edition, page 17:
10 http://www.aig.com/Chartis/internet/US/en/Financial%20Lines_Cybersecurity Handbook_Global_tcm3171-639223.pdf. 2 P T I V



Evolution of the CISO

CISO

=———= Secure the internal

organization
2

Securing the

S — - - Understand and manage
Organization

the risk of third parties

= Understand and manage
regulatory risks

— — —= Communicate information
risk in business terms

. OPTIV



Problem Space Expands
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Business Aligned — Threat Aware Security Program

UGS
i Complex m‘w#

@]

Filter and Prioritize

. 4

€-=----

Executive BUSI?S?)ZSISD;:Y;B,
Management

Strategies

Make Our Business Better <

Enterprise and Risk and Threat

Operational Security Management
NHE Coverage

14

Infrastructure
Framework
and
Regulations

-~~~ Board of Directors, Audit Committee, Media, Investors, Clients @~ -~~~ ~-~-~-~-~-~- === -=-=-=-=-=-==-=-=-=----

Achieve
Business
Objectives

Keep Us Out of Trouble <
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Focus on Business Critical Systems and Data

i & Confidentiality,
§ [20] Classifica
! ees - Classification

11111'
11
111

1
T11711
11111'
11111'
LEEEEE
7171711
e B B B B |
11111'

Integrity,
Agility, Validity
Availability,
DR/BCP
& Regulations,
Compliance

QPTW
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Understand Threats Across Entire Attack Lifecycle

Nuisance Data Theft Cyber Crime Hacktivism Network Attack
| @ ¢
Objective 0 % (
Access & Economic, Political Financial Gain Defamation, Press Escalation,
Propagation Advantage & Policy Destruction
Advanced Persistent . Website Destroy Critical
Example Botnets & Spam Threat Credit Card Theft Defacements Infrastructure
Character Automated Persistent Opportunistic Conspicuous Conflict Driven

TARGET

EXPLOIT

INJECTION

o

MOVEMENT

DATA THEFT

0171.~—=<1101
1C 01
o1 —RN\1

RESURRECTION

=

OPTIV



Pick an Industry Framework

1SO 27000 NIST CSF

Function Category
Unique Function Unique Category

Security

Policies Identifier Identifier
Asset Management

BE Business Environment

Identify GV Governance
RA Risk Assessment
RM Risk Management
AC Access Control
AT Awareness and Training

Protect DS Data Security

lNgggxsle IP Information Protection Processes and Procedures

PT Protective Technology
AE Anamolies and Events

Detect CM Security Continuous Monitoring
DP Detection Processes
CcO Communications

_ Respond AN An.allysi?
Physical & MI Mitigation
Environmental
Security IM Improvements
Cryptography Oggz‘r'ﬁ;'s RP Recovery Planning

Recover 1M Improvements

cO Communications

QPTW
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Assess Current Environment

‘'ormation Security Program Dashboard

curity Program Maturi Maturit; Maturi Maturit;
ks yProg ty Risk Level Network & System Security ¥y Risk Level Security Operations ty Risk Level Security Incident Response ¥y Risk Level
Management Level Level Level Level
Business Alignment z Medium Network Security z Vulnerability Management Incident Response
Security Strategy / Roadmap 2 Medium Network Access Management 2 w '"fras""f:;":::“e"a""" Investigations 2 Medium
Budget Management - Medium Remote Access 3 m Asset Management Medium c“'“"““;’;_‘er:i::e Device z Medium
R”“"""S:;:;i':ieme"l & 2 Medium Endpoint Protection 2 Change Control Medium Discovery Support 2 Medium
Enterprise Security Architecture z Medium Mobile Security z Security Event Monitoring Medium Breach Response -
Threat Intelligence Medium
Govern.ance, et Maturity Risk Level Data Protection Maturity Risk Level
Compliance (GRC) Level Level
Policles, Pracedures, & Medium Data Classification Medium Identity & Access Maturity Risk Level Business Continuity Maturity Risk Level
Standards Management (IAM) Level Level
Security Awareness & Training Medium Encryption Identity Management 4 B“‘::':::;;::i:t“"y 0 Unknown
Information Risk Governance Key Management Medium Authentication / Authorization 3 Medium Business Impact Analysis 0 Unknown
Security Metrics Da "““kz'g’[]’;"::;‘ Prevention Medium Provisioning / De-provisioning z Medium Disaster Recovery 0 Unknown
Third Party Risk Management Secure Messaging 3 Medium Privileged Access Management 2 Business Continuity Testing 0 Unknown
Compliance Secure File Transfer 3 Medium Network Account Management Z H Medium
Cloud Data Security 2 Medium
. Maturity . Maturity .
Privac; lication Securi Risk Level Risk Level
Y Appl G Level Level
Maturity Level Relative Risk Level
Secure Software Development 2 Medium Physical Security 0 Unknown
Lifecycle
] ey vature B o
| I I:I P Secure Design and Coding z Medium Personnel Security 0 Unknown
|II Somewhat Mature - High Risk i i i
Code Review Medium Records Destruction & Disposal o Unknown
I e Application Penetration Testing Medium User Enforcement 0 Unknown

OPTIV



Don’t Overlook Emerging Practices and Technologies

Extensive Data + Deenp Threat Intelligen x Advanced — Knowledge

()

(E3)
Adversarial

Network and
Data activity
Application acti

Q@ Intelligence

Internal

Behavior s
=
Threat

Vulnerabi
Users a

Indicators




Can’t Simply Outsource Responsibility to the Cloud

- Cloud procurement
’ happens outside of IT

— —1

More than just Dropbox and
Evernote. HR, finance,
development, CRM, etc.

Actual:

— J—

Little visibility or control,
Requires oversight

and a strategy
EPTIV

A
Source: Netskope Cloud Report
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Cyber Insurance is Just Another Piece of the Puzzle

Errors & Media Network Security Privacy
Omissions

Negligence or errors < Infringement of Unauthorized access  PII/PHI data exposed by:
In your product or in intellectual property * Transmission of * Hackers
the performance of * Advertising and malicious code * Lost device
your services personal injury « Data theft and * Rogue employees
* Failure to perform destruction * Physical records

» Cyber extortion
* Business interruption

https://wsandco.com/cyber-liability/cyber-basics/
,,  [uesiiwsandoo.com/cyber-abiiylosber-basics OPTIV


https://wsandco.com/cyber-liability/cyber-basics/

Don’t Ignore Compliance Obligations

HORTH AMERICAM ELECTRIC
REL HB ITY CORPORATION

NERC HIPAA Sarbanes-Oxley

CCCCCCCCCC

TWE I I FEDERAL FINANCIAL INSTITUTIONS EXAMINATION COUNCIL

§PT|V
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Time to Draft Strategy and Priorities

New Threat
Landscape

External
Factors

Research

i

Compliance
Requirements

New Priorties
A

New Business

Priorities
Collaboration
Mew [T

Priorities

Analysis
and
Planning

Internal
Factors

'y
( Updated Strategy )

Program
Improvements

sessments

il

§PT|V

23



Enable Your Vision — 3 Year Strategy

Current State

1. Additional resourcing
underway including role
of Data Scientist

2. Documented strategy

3. Improved alignment
with business units

4. Basic foundation across
company:

- Testing of
vulnerabilities,
configuration issues

- Regular risk-based
testing of applications

5. Enhanced detection
and response of
security incidents incl.
fine-tuning, operational
readiness

6. Policy and governance
routines formalized

24

Execute a Phased Approach

Critical Success Factors

» Leadership commitment
* Ability to transform culture from compliance to risk management

Organize
and Plan

. . Measure and
> Continue BU|Id—Out> Sustainability>

> 2016 >

2017 >

2018 >

« Identify the ‘crown jewels’

 Analyze existing and
planned controls based on
framework and
organization strategy

* Analyze threats to crown
jewels and emerging
controls

« Est. foundation for cloud
third-party identity services

* Enhance MF security

*Enhance
capability to
leverage ‘Big
Data’

*Review and
optimize response
procedures

* Regular reporting
of maturity metrics
and ‘risk’
dashboard

* Formally
benchmark
against industry
standards and
best practice

» Update security
strategy and
framework

Goal: Establish an enterprise Information Risk Management

program that will advance the Company’s strategic objectives

Future State

Efficient, effective
management of risks by:

Program/costs aligned with
business strategy and areas
of highest risk

Information security
program seen as a
‘business enabler’

Coordinated adoption of
common policies, processes
and technologies

Key processes automated

Formal controls and
transparency with third
parties, Cloud/SaaS

Early detection and
remediation capabilities to
minimize impact of
internal/external attacks

Regular reporting

QPTW
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Scorecard — Regular Progress Reports

. LEGEND
Illustrative Board/
Risk is Risk is Risk is
Executive Dashboard — Risk Summary wcreanng | 7 v | Bowcrng | | B A0 | I [
Capability Key Risks Capability Key Risks R R R
. The information security
IT risks are not identified t Information program is not aligned with t
IT Risk Security business requirements
Management 11 ks aro not manage t e et | o g ecedures reve |
acceptable levels Management T 1 1
information security
Physica! TEOTLEET cpntrols it Security risks are not identified
Sraiesl 25 information processing with third parties
y_ facilities are not established Third Party
Environmental = = rom— trol Security S ity risk: t
Security ans and operational controls ecurity risks are nof

to support power contingency
mechanisms are not defined

managed to acceptable levels
with third parties

Organization
Security
Awareness

Users do not perform their
security responsi i

Users did not understand their
security responsi i

IT Operations

Information security practices
are not integrated into IT
operations

IT operations are not
performing their information
security responsibilities

Summary Notes

OPTIV



The Secu rity Business Aligned Strategy: Create a security program that enables the
Journe business by understanding the business objectives, compliance objectives,
y threats and material risks.

“““““ 7 RISK BASED/ ‘

DATA CENTRIC BUSINESS
X “ ALIGNED

BASED T Shortcut =

S ¢ Failure to Pass

) @ virubncs
“ BASED
BN B I P > -
o /- LN QN 3
INFRASTRUCTURE L H‘f >

BASED

OPTIV
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Brian Wrozek
Brian.Wrozek@ Optiv.com
@bdwtexas
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